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There exists a deeply intertwined relation between cryptography and probability theory. Most fundamental concepts in
cryptography, like cryptographic security, are based on probabilistic reasoning. This paper will explore concepts related
to Chernoff bounds in cryptanalysis, pseudo-random number generation, entropy and information-theoretic security, and
statistical randomness tests, through the use of rigorous definitions, theorems, and proofs. We conclude by exploring a
historical case study of Andrew Gleason’s tail-bound attack on the Japanese “Coral” cipher during World War II, as well
as some modern-day applications of probability theory in cryptography.

Introduction

The most concise description of cryptology is that it is the science
of secure communication. Communication is secure only if an
adversary has a negligible probability of deciphering messages; thus,
cryptology is fundamentally probabilistic. Cryptanalysis utilizes
statistical tests to decipher non-random patterns in ciphertexts.
Concepts in probability theory such as entropy and randomness
are used to quantify uncertainty in keys, messages, and adversarial
behavior. This paper will analyze the use of such probabilistic
techniques. Section 2 introduces entropy and Shannon’s perfect
secrecy. Section 3 explores pseudorandom number generators
(PRNGsS). Section 4 discusses Chernoff bounds, with a WWII case
study on breaking the Japanese Coral cipher. Section 5 covers
probabilistic encryption. Section 6 examines statistical tests for
randomness.

We will first define cryptographic jargon that will be used
frequently throughout the paper:

Definition 1.1 (Cryptanalysis). Cryptanalysis is the science of
breaking codes and deciphering encrypted messages without
knowing the secret key.

Definition 1.2 (Encryption and Decryption). Encryption is the
process by which a readable message is converted to an unreadable
form to prevent unauthorized parties from reading it. Decryption
is the process of converting an encrypted message back to its
original (readable) format.

Definition 1.3 (Keys). Cryptographic keys are classified into two
main types: symmetric and asymmetric. Symmetric keys use a
single key for both encryption and decryption, while asymmetric keys
use two mathematically related keys: a public key for encryption
and a private key for decryption.

Definition 1.4 (Ciphertexts). Ciphertext is the result of applying a
cipher (an encryption algorithm) to plain text to make it unreadable
without the proper decryption method.

Entropy and Information-Theoretic Security

Entropy measures uncertainty in cryptographic keys or messages,
underpinning information-theoretic security. We will explore in
depth what it means for a message/key to be uncertain, in relation

to entropy.
Definition 2.1 (Shannon Entropy). Let X be a discrete random
variable with values x,,..., x, and probabilities p, = P[X = x]. The
entropy is

H(X) = — i1 pilogp;.

Remark 2.1 Within the realm of information theory, entropy is
defined using the base-2 logarithm as we measure uncertainty
in bits. However, we shall use the natural logarithm to achieve
generality. To do this, we need to adjust the unit of measurement
to nats (bits for base-2, nats for base-e).

For a key K uniformly chosen from N possibilities, H(K) = log N.
High entropy strengthens keys by increasing guessing difficulty.
For example, consider a 4-bit key, K with probabilities p(0000) = 1/2,
p(0001) = 1/4, p(0010) = 1/8, p(0011) = 1/8, and p(others) = 0. The
entropy is:

H(K)=—(4log % + +log+ + Llog 1 + tlog 3) = 4 -log2+ & -log4 + £ -log8 + & - log8.
Using log 2 ~ 0.693, log 4 ~ 1.386, log 8 =~ 2.079, we get:

H(K) ~ 5-0.693+ 1 -1.386 + 1 - 2.079 + § - 2.079 ~ 0.347 + 0.347 + 0.269 + 0.260
= 1.214 nats

Observe that for a uniform 4-bit key:
H(K) =log 16 ~ 2.773 nats

Then our previously calculated entropy is low in comparison,
and thus the key is vulnerable to being deciphered by an adversary,
as the key is biased toward certain values. Therefore, cryptographic
keys aim for maximum entropy to resist attacks (Menezes et al.,
1997). Essentially, we are trying to ensure that the ciphertext does
not reveal the original, unencrypted message (plain text). One
such way of doing this is Shannon’s perfect secrecy.

Definition 2.2 (Perfect Secrecy). Let

M:Q—>#, K:Q—>X, C:Q—-%F

be the plaintext, key, and ciphertext random variables on a probability
space (), P). Assume K is chosen uniformly over £ and C = E(M, K)
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for some encryption function/scheme E : 4 x & — €. The
scheme has perfect secrecy if for every m e .4 and every c € € with
P[C=c]>0,

PIM=m|C=c] =P[M=m].
Equivalently, M and C are statistically independent:
PM=mANC=c]=PM=m]P[C=c].
Remark 2.2 M = m denotes the event
{w e Q| M(w) = m}.

We write . for the message space (the set of all possible plaintexts
m), X for the key space (the set of all possible secret keys k, and
% for the ciphertext space (the set of all possible ciphertexts c).

Shannon’s theorem proved that in order to achieve perfect secrecy,
the entropy of the key must be equal to or exceed that of the message.

Theorem 2.1 (Shannon Theorem). For perfect secrecy within
a finite message space, the size of the keyspace must be at least
as large as that of the message space, mathematically speaking,
H(K) = HM).

The proof of this theorem in Shannon is quite long (1949); for
the sake of brevity, we only provide an overview below:

Proof. Perfect secrecy requires P[C=c|P=m]=P[C=c|P=m,]
for all plaintexts m, m, and ciphertext c. Each plaintext must
have the same number of keys mapping to each ciphertext, implying
|| = |#|. Thus, H(K) = H(M) (Shannon, 1949). O

Remark 2.3 Perfect secrecy is not pragmatic as Shannon’s theorem
dictates that very large messages require the use of large, one-
time use keys, which are hard and cost-ineffective to create.
However the concept of entropy is still highly valuable as it
informs computational security. For example, a 128-bit key
with H(K) = log (2'%*) = 88.7 nats requires 2'*® guesses, infeasible
for adversaries. Entropy also allows us to quantify breaches such as
protocol leakage, thus guiding secure design (Menezes et al., 1997).

Pseudorandom Number Generation

Almost all cryptographic systems require random bits in order
to generate keys; oftentimes, this is done through pseudorandom
number generators (PRNGs).

Definition 3.1 (PNRG). A PRNG G: {0,1}* > {0,1}" (n >> s) expands
arandom seed (an n-bit string chosen at random) into a string that
cannot be differentiated from random bits. Cryptographically secure
PRNGs make it such that no efficient algorithm can distinguish
G(U) from a random n-bit string (Blum et al., 1986), where U is
some random variable distributed uniformly over {0,1}.

The Blum-Blum-Shub (BBS) generator is a great example of a
PRNG in cryptography.

Definition 3.2 (Blum-Blum-Shub PRNG). Choose 2 primes p, g
such that p, g = 3 (mod 4). Let N = pq. Let x, be a seed that is
coprime to N, and iterate such that x,_ = x? (mod N). Finally
each output is the least significant bit of each x,, and the subsequent
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string is cryptographically secure as desired.

Before ending this section, we shall make a quick note on why
BBS is secure, despite being somewhat outdated. Its security stems
from the fact that deciphering every output bit is dependent on how
difficult it is to factor N = pq. In practice, BBS sets p and g such that
they are large primes, making such a factorisation quite hard.
Furthermore, each iteration squares some number modulo N, which
produces a quadratic residue (a number z for which there exists an
x such that x* = z (mod N)) and outputs the least significant bit.
Predicting each of these bits requires an adversary to differentiate
quadratic residues, a problem that is regarded as hard as factoring
N, which is widely considered computationally infeasible. Thus,
BBS ensures pseudorandomness (Blum et al., 1986; Menezes et al.,
1997).

Chernoff Bounds and Cryptographic Analysis
Chernoff bounds are useful is cryptology as they give us
exponentially decreasing tail probabilities, which are ideal for
identifying deterministic cipher behavior in cryptoanalysis. There
are many types of Chernoff bounds, each of which has its own set
of assumptions. We will discuss the Chernoff bound for the simple
case of a sum of independent Bernoulli trials, where each random
variableakes values 0 or 1. A great example is tossing unfair coins,
each with its own probability of heads, and counting the total number
of heads. )
Theorem 4.1 (Chernoff Bound). Let X = }_X:, where X, =1 with
probability p, and X, = 0 with probabililtz)ll 1-p,andall X are
independent. Let p = E[X] = Em. Then:

(i) Upper Tail: P[X > (1 + §)u] < 55 for all § > 0
(ii) Lower Tail: P[X < (1 - )u] < ) forall 0 < § < 1.
Proof. We begin by recalling Markov’s Inequality:

Lemma 4.1 (Markov’s Inequality). Let X : S = R be a non-negative
random variable. Then, for any a > 0,

P[X > a] < 2

a

We can now proceed with proving Theorem 4.1, utilizing Lemma
4.1. For the upper tail, we manipulate Markov’s inequality by using
exponentiation. Observe that for s > 0, we have that

X>(1+8)u=eXzelron

Using the above and applying lemma 4.1, we get:
PIX > (1+6)u] < 2]

> siom

Independence of X, gives

3

EleX] = T[(1—p;+pie®) < ellE00
=1

since 1 - p, + pe* < e@(~1), Substituting s = log(1 + ) yields
E[eSX} < e(&,u) , e(1+6)p,log(1+6) _ (1 + 6)(1+6)u
Therefore,
Pl = (1)) = (e

Now observe that taking the logarithm of the right hand side, in
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the above equation, still preserves our inequality. Taking the
logarithm of the RHS yields u(8 - (1 + 8)log(1 + §)).Then using
log(1 + &) = 8/(1 + 8/2) we get (1 + §)log(1l + §) = 11++6/52) , SO
5~ (1+6)log(l +8) <8 - 2l - e —iien _~ » “Finally
recall that Vx € R s.t. x < 0, we have that e* > x, applymg this to

our previous result yields the desired equation,

PIX > (1 + &)y < e(’_>

The proof of the lower tail is analagous, with the only exceptions
being the use of the substitution s = log(1 - §) and the result,
log(1 - 8) = -8 + &%/2. O

Remark 4.1 We have attempted an efficient version of the proof
using substitutions. A detailed sketch of this proof from first
principles can be found in the lecture notes made by M.I'T. lecturer
Michel Goemans (2015).

Given we have proven the Chernoff bound, we can proceed to
work out an example to illustrate how Chernoft bounds detect deviations
from expected random behavior. Suppose we have a cipher with the
standard 26-letter alphabet and we want to send a random ciphertext
of length n = 1000. Then each letter should probabilistically have
1000/26 = 38.46 occurrences due to randomness. Let X, = 1 if the i-th
letter is ‘A’, else X.=0, with p,=1/26 foralli. Then X = 2X, counts ‘A’s,
with p=Xp, =1000/26 = 38.46. Suppose we want to know whether
the occurrence of 60 or more ‘A’s is a significant deviation from the
expected randomness of the ciphertext. We can test this using the
upper tail bound. (1 + ) = 60, so § = (60/38.46) - 1 ~ 0.56. Then the
probability of at least 60 ‘A’s is,

0562 - 38-46
2+ 056

PIX > 60] < el ) o TEEEE) L ocam) & g 009

This low probability indicates that observing 60 ‘A’s is highly
unlikely under a random ciphertext distribution, suggesting the
cipher produces biased outputs. Such non-randomness reveals
exploitable patterns in the cipher’s structure, enabling an adversary
to use cryptanalysis via frequency analysis (Section 6) or other
statistical methods to decipher our message.

During WWII, Andrew Gleason utilized a variant of the
Chernov bound (a similar tail-bound, albeit pre-Chernoft), in order
to break a highly sophisticated cipher known as the Japanese Coral
cipher. He famously dubbed it the “Gleason Crutch”. The Gleason
Crutch analyzed ciphertext patterns to show that observed repetition
within the Coral cipher was unlikely under randomness. This led to
the revelation of the specific mechanics of the Coral cipher and thus
led to its decryption in 1944 (Burroughs et al., 2009). In the modern
age, Chernoft bounds are applied in side-channel attacks by analyzing
deviations in power consumption or timing to infer key bits, ensuring
negligible failure probabilities in cryptographic protocols.

Probabilistic Encryption Schemes

The primary motivation behind the discarding of deterministic
encryption as a technique in cryptography is due to its tendency
to leak plaintext patterns. We now prefer the use of probabilistic
encryption as it allows for randomness, thus ensuring that identical
plaintexts produce different ciphertexts, achieving semantic security. The
Goldwasser—Micali scheme, a pioneering probabilistic encryption
method, exemplifies this approach by utilizing the computational
hardness of the quadratic residuosity problem.

RESEARCH

Definition 5.1 (Key Generation for Goldwasser-Micali). To
generate keys for the Goldwasser-Micali scheme, select two large
prime numbers p and g, and compute N = pq. Define the multiplicative
group Z', = {a € {1,..., N - 1} | gcd(a, N) = 1}, which is the set of
integers under modulo N that are coprime to N. Choose y ¢ Z',
such that y is a quadratic non-residue under modulo N, meaning
there exists no x € Z satisfying x* = y (mod N), and the Jacobi
symbol (y/N) = +1. The Jacobi symbol (y/N) = (£)(%), where (%)
is the Legendre symbol (+1 if y is a quadratic residue modulo p,
-lifnot, 0 if p divides y), ensures y is not trivially distinguishable
from quadratic residues without knowledge of p and q.

Definition 5.2 (Encryption for Goldwasser-Micali). To encrypt
a plaintext bit b € {0, 1} using the public key (N, y), select a random
integer r € Z', = {1,..., N-1 | gcd(r, N) = 1}, chosen uniformly to
ensure ciphertext unpredictability. Compute the ciphertext c as
follows:

ifb=0
N) ifb=1

{7'2 mod (N)
c—=
y-r? mod (

For b =0, c=r*mod (N) is a quadratic residue under modulo (N),
since it is the square of 7. For b =1, c = y - r» mod (N) incorporates the
quadratic non-residue y, making ¢ a quadratic non-residue under
modulo N, as y has no square root with respect to modulo (N).
Therefore, the random choice of r ensures that every encryption of
a given bit b creates a ciphertext that is unique and thus prevents
the pattern leakage of the plaintext.

Statistical Tests for Randomness

Statistical tests validate randomness in PRNGs or ciphers, detecting
biases that could enable attacks. We shall define 2 such statistical
tests. Note that within this section, we shall not discuss in detail
the specific applications of such tests. This is because their primary
function is to test for randomness; thus, it suffices to prove that
these tests provide a sufficient metric to evaluate randomness. We
begin by defining the XOR operation in computer science, which
will be relevant later in this section.

Definition 6.1 (XOR operation). The XOR operation, denoted
A ©@ B, is a bit-wise binary function defined by:

In other words A ® B=1 <= A # B,and A & B = 0 otherwise.
We can now define our statistical tests, namely the frequency
and autocorrelation tests.

Definition 6.2 (Frequency Test). For a binary sequence S =s,,..., s,
where s, ¢ {0,1}, let X = Zs, be the number of 1’s. Under the null
hypothesm of randomness, each s,is 0 or 1 with probability 1/2,
so X ~ Binomial(n, 1/2). Define O, to be the observed frequency of
some outcome k < {0,1}, with O, = X (number of I's) and O = n - X
(number of 0’s). The expected frequency E, is E = E, = n/2, as 0’s
and s are equally likely. The chi-square statistic measures deviation
from expected randomness:
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k=0,1 k

By construction, the statistic above follows a chi-square distribution
that has a single degree of freedom. The p-value, which can be
defined as the probability of observing a x? value that is at least
as extreme under the null hypothesis, is then calculated using
the chi-square distribution’s cumulative distribution function. A
p-value that is below an agreed-upon threshold, usually p = 0.01,
means that we can reject the null hypothesis and conclude that
there is non-randomness.

Definition 6.3 (Autocorrelation Test). For a binary sequence
S =5,..,s, wheres, ¢ {0,1}, define a shift d (where 1 < d < n) to be
an operation that offsets the sequence by d positions, thus allowing
us to compare s, with s, . The autocorrelation coefficient for
shift d is defined to be:
n—d
A(d) = _Zl(si ® Sita)’

where @ is defined as the XOR operation in definition 6.1. Then by
definition 6.1, 5, ®Ps, =1 if S, S, and 0 otherwise. From this, we
infer that A(d) allows us to calculate the number of positions in
which the original binary sequence and the shifted sequence differ.
Under our null hypothesis (of randomness), each computation that
yields s, ® s, = 1 has a probability of 1/2, thus we can say that
A(d) ~ Binomial(n - d, 1/2), with expected value @ and variance

(";d) . We then define the test statistic { to be as follows:

W) — (n—d)/2

C:
n-d/4

Observe that { measures the deviation of A(d) from its expected
value(normalized by the standard deviation). For sufficiently large
n - d, this approximates to a standard normal distribution. Then
if { exceeds a threshold under such a distribution, we know that
there exists a significant correlation between bits separated by d,
and this indicates non-randomness.

Such tests are necessary to test for randomness alongside techniques
such as the Chernoff bounds. They are quite handy when deciding if
a given ciphertext is likely to leak patterns in plaintext. It is precisely
such tests that allows us to determine to what degree an encryption
scheme is deterministic (Menezes et al., 1997; Rukhin et al., 2010).

Applications

The probabilistic techniques in this paper are crucial to many
cryptographic systems, and we shall illustrate a few such applications.
Consider entropy, as discussed in Section 2. One of the most
impressive applications of entropy within cryptography is its role
in generating keys for the Advanced Encryption Standard (AES),
which is the symmetric-key block cipher used by the U.S. National
Institute of Standards and Technology (NIST). AES operates on 128-bit
blocks, and it allows for key lengths of 128, 192, and 256 bits. This
allows for seeds with relatively high levels of entropy, which allow
them to resist brute force attacks in protocols that govern internet
communication, such as TLS (Transport Layer Security) (Menezes
etal., 1997). For example, 256-bit keys with H(K) = log (2%*) ~ 177.4
nats, are ideal. Now consider Chernoff bounds, as discussed in
Section 4. Chernoft bounds allow for offensive cryptographic
ability. For example, they are used in side channel attacks, as briefly
described in Section 4. Such attacks use Chernoff bounds to detect
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non-random power consumption patterns in people’s smartcards,
and subsequently reveal key bits with high levels of confidence.
They do this by measuring deviations in power consumption or the
timing required to infer key bits, thus allowing negligible failure
probabilities in cryptographic protocols. Thus, by giving us methods
and techniques to measure randomness, probability theory has
massively furthered the field of cryptology.

References

Blum, L., Blum, M., & Shub, M. (1986). A Simple Unpredictable Pseudo-Random
Number Generator. SIAM Journal on Computing, 15(2), 364-383.

Burroughs, J., Lieberman, D., & Reeds, J. (2009). The Secret Life of Andrew Gleason.
Notices of the American Mathematical Society, 56(10), 1239-1243.

Chernoff, H. (1952). A Measure of Asymptotic Efficiency for Tests of a Hypothesis Based
on the Sum of Observations. Annals of Mathematical Statistics, 23(4), 493-507.

Goemans, M. X. (2015). Chernoff Bounds, and Some Applications. Lecture Notes, MIT
18.310A. Available at: https://math.mit.edu/~goemans/18310S15/chernoff-notes.pdf.

Goldwasser, S., & Micali, S. (1984). Probabilistic Encryption. Journal of Computer and
System Sciences, 28(2), 270-299.

Menezes, A. J., van Oorschot, P. C., & Vanstone, S. A. (1997). Handbook of Applied
Cryptography. CRC Press.

Rukhin, A, Soto, J., Nechvatal, J., Smid, M., Barker, E., Leigh, S., Levenson, M., Vangel,
M., Banks, D., Heckert, A., Dray, J., & Vo, S. (2010). A Statistical Test Suite for Random
and Pseudorandom Number Generators for Cryptographic Applications. NIST Special
Publication 800-22, Revision 1a.

Shannon, C. E. (1948). A Mathematical Theory of Communication. Bell System Technical
Journal, 27(3), 379-423.

Shannon, C. E. (1949). Communication Theory of Secrecy Systems. Bell System Technical
Journal, 28(4), 656-715.

38 | THE HARVARD UNDERGRADUATE RESEARCH JOURNAL



